
 

     

  
  

   

 

 

DATA SECURITY AND PRIVACY PLAN 

WHEREAS, the Liverpool Central School District (hereinafter “School District”) and 
Labster Inc (hereinafter “Contractor”) entered into an agreement dated 
(hereinafter “Agreement”) for Labster Simmulations 
(hereinafter “Services”). 

WHEREAS, pursuant to the requirements under 8 NYCRR 121, Contractor maintains the 
data security and privacy plan described herein in connection with the Services provided to the 
School District. 

1. During the term of the Agreement, Contractor will implement all state, federal and 
local data security and privacy requirements, consistent with the School District's Data Security 
and Privacy Policy in the following way(s): 

Labster aligns with ISO27001 & NIST security frameworks to improve Labster security posture continuously include 8 
security domains Security and Risk Management, Asset Security, Security Architecture and Engineering, Security training, 
etc. 

2. Contractor has in place the following administrative, operational and technical 
safeguards and practices to protect personally identifiable information that it will receive under 
the Agreement: 

Labster applies appropriate security principles and operational and technical safeguards include: Least privileges, dual 
control, access control, change management, application firewall, vulnerability scanning, software codes scanning, security 
monitoring etc. 

3. Contractor shall comply with 8 NYCRR 121 in that it acknowledges that it has 
reviewed the School District’s Parents Bill of Rights for Data Privacy and Security and will 
comply with same. 

a. Contractor will use the student data or teacher or principal data only for 
the exclusive purposes defined in the Agreement. 

b. Contractor will ensure that the subcontractor(s) or other authorized 
persons or entities to whom Contractor will disclose the student data or 
teacher and principal data, if any, will abide by all applicable data 
protection and security requirements as described in the “Supplemental 
Information” appended to the Agreement. 

c. At the end of the term of the Agreement, Contractor will destroy, transition 
or return, at the direction of the School District, all student data and all teacher 
and principal data in accordance with the “Supplemental Information” 
appended to the Agreement. 
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d. Student data and teacher and principal data will be stored in accordance 
with the “Supplemental Information” appended to the Agreement. 

e. Student data and teacher and principal data in motion and at rest will be 
protected using an encryption method that meets the standards described 
in 8 NYCRR 121. 

4. Prior to receiving access to student data and/or teacher and principal data, 
officer(s) and employee(s) of Contractor and any assignees who will have access to student data 
or teacher or principal data shall receive training on the federal and state laws governing 
confidentiality of such data.  Such training shall be provided: 
Specify date of each training 

At on boarding and on-going Q2 - 2021 

5. Subcontractors (check one): 

Contractor shall not utilize subcontractors. 

x Contractor shall utilize subcontractors. Contractor shall manage the 
relationships and contracts with such subcontractors in the following ways in 
order to ensure personally identifiable information is protected: 

Labster utilizes Amazon Web Services Data center located in Virgina, U.S to 
store and process student information. AWS is ISO27001 certified and SOCII 
type II. Labster has services and non-disclosure with AWS 

6. Contractor has the following procedures, plans or protocols in place to manage 
data security and privacy incidents that implicate personally identifiable information: 
Procedures, plans or protocols must, at a minimum, specify plans to identify breaches and 
unauthorized disclosures, and to promptly notify the School District. 

Labster has dedicated Incident Repsonse Team and Escalated Incident Reponse team with 
step by step procedures to detect and escalate such incident. Without undue delay after a 
confirming data breach notify School District as soon as practical to do so and cooperate with 
School District to facilitate the notification process for impacted students 

7. Termination of Agreement. 

a. Within 30 days of termination of the Agreement, Contractor shall delete 
or destroy all student data or teacher or principal data in its possession; AND 

30b. Within days of termination of the Agreement, Contractor shall 
Return all data to the School District using ; ORsecured mutual agreement method/deletion 

prefer 
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Transition all data to a successor contractor designated by the School 
District in writing using n/a . 

8. In the event of a conflict between the terms of this Data Security and Privacy Plan 
and the terms of the Agreement, the terms of this Data Security and Privacy Plan shall control. 
All of the defined terms in the Agreement shall have the same definitions in the Data Security 
and Privacy Plan, unless otherwise defined herein. Except as expressly set forth in this Data 
Security and Privacy Plan, the terms and conditions of the Agreement shall remain unmodified 
and in full force and effect. 

IN WITNESS WHEREOF, the Contractor hereto has executed this Data Security and 
Privacy Plan as of May 10, 2021 . 

CONTRACTOR: Labster Inc 
Quyen McCarthy 

By: Quyen McCarthy
Title: Information Security Officer 
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Parents Bill of Rights 
Liverpool Central School District 

The Liverpool School District is committed to protecting the privacy and security of student data and 
teacher and principal data. In accordance with New York Education Law Section 2-d and its implementing 
regulations, parents and eligible students can expect the following: 

1. A student’s personally identifiable information (PII) cannot be sold or released for any commercial 
purpose. 

2. The right to inspect and review the complete contents of the student’s education record stored or 
maintained by an educational agency. 

3. State and federal laws, such as NYS Education Law §2-d and the Family Educational Rights and 
Privacy Act, that protect the confidentiality of a student’s PII, and safeguards associated with 
industry standards and best practices, including but not limited to, encryption, firewalls, and 
password protection, must be in place when data is stored or transferred. 

4. A complete list of all student data elements collected by NYSED is available for public review and 
by writing to: Chief Privacy Officer, New York State Education Department, 89 Washington 
Avenue, Albany, NY 12234. 

5. The right to have complaints about possible breaches and unauthorized disclosures of student 
data addressed. Complaints may be submitted to NYSED online, by mail to: Chief Privacy Officer, 
New York State Education Department, 89 Washington Avenue, Albany, NY 12234, by email to 
privacy@nysed.gov, or by telephone at 518-474-0937. 

6. To be notified in accordance with applicable laws and regulations if a breach or unauthorized 
release of their student’s PII occurs. 

7. Educational agency workers that handle PII will receive training on applicable state and federal 
laws, the educational agency’s policies, and safeguards associated with industry standards and 
best practices that protect PII. 

8. Educational agency contracts with vendors that receive PII will address statutory and regulatory 
data privacy and security requirements. 

4 

mailto:privacy@nysed.gov


 

 
     

 
        

     
               

        
     

               
  

       
        

        
              

 

      
         

                 
        

 

           
   

  

       

 ____________________________________ 

APPENDIX 
Supplemental Information Regarding Third-Party Contractors 
In the course of complying with its obligations under the law and providing educational services to District 
residents, the Liverpool School District has entered into agreements with certain third-party contractors. 
Pursuant to these agreements, third-party contractors may have access to "student data" and/or "teacher 
or principal data," as those terms are defined by law and regulation. 
For each contract or other written agreement that the District enters into with a third-party contractor where 
the third-party contractor receives student data or teacher or principal data from the District, the following 
supplemental information will be included with this Bill of Rights: 

1. The exclusive purposes for which the student data or teacher or principal data will be used by the 
third-party contractor, as defined in the contract; 

2. How the third-party contractor will ensure that the subcontractors, or other authorized persons or 
entities to whom the third-party contractor will disclose the student data or teacher or principal 
data, if any, will abide by all applicable data protection and security requirements, including but not 
limited to those outlined in applicable laws and regulations (e.g., FERPA; Education Law Section 2-
d); 

3. The duration of the contract, including the contract’s expiration date, and a description of what will 
happen to the student data or teacher or principal data upon expiration of the contract or other 
written agreement (e.g., whether, when, and in what format it will be returned to the District, and/or 
whether, when, and how the data will be destroyed); 

4. If and how a parent, student, eligible student, teacher, or principal may challenge the accuracy of 
the student data or teacher or principal data that is collected; 

5. Where the student data or teacher or principal data will be stored, described in a manner as to 
protect data security, and the security protections taken to ensure the data will be protected and 
data privacy and security risks mitigated; and 

6. Address how the data will be protected using encryption while in motion and at rest. 

Liverpool  Administrator  Signature  
____________________________________  
Liverpool  Administrator  Printed Name  
____________________________________  
Date  

Quyen McCarthy 
__________________________________  
Representative  Signature 
__________________________________ Quyen McCarthy  
Representative  Printed  Name 
__________________________________ May 10, 2021  
Date  
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